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“NetWitness is more than 
capable of handling the volume 
of information generated by 
large networks.”

- SC Magazine

“NetWitness provides the best 
presentation of network data 
I’ve seen.” 

- Search.org

TESTIMONIALS

www.netwitness.com

Customer Success Stories

Business Problem

This customer was hampered by their legacy 

incident response capability. The Niksun 

investigative solution in place was ineffi cient, not 

improving incident time to resolution and lacking 

robust analysis capability. Additionally, the client 

had an urgent need to understand the basis of 

an emerging network threat. Their public website 

was defaced, ultimately exposing additional 

vulnerabilities in their web infrastructure.

The Solution

Very shortly after installing NetWitness, several serious 

breaches were quickly prevented. A complete reconstruction 

of the attack was now possible, enabling the network staff to 

effi ciently react. “This was a sophisticated SQL injection attack,” 

said the Director of Information Security. “With NetWitness 

in place, my time to resolution improved from many hours to 20 

seconds. This has proven to be an invaluable tool for my team 

and our network, as a result, is much more secure today.”

Business Problem

As one of the nation’s largest not-for-profi ts this 

organization has a multitude of security concerns 

tied to protecting member data and protecting 

against internal misuse. Required by California 

law to suffer signifi cant fi nes and public 

embarrassment if member data is leaked, the 

agency turned to NetWitness for assistance. In 

particular, they were concerned about 

anomalous alarms being generated by their 

Websense product. There were indicators, 

based on packet analysis, that a potential threat 

existed, but they lacked the ability to defi nitively 

determine the root of the problem or whether it 

made sense to immediately dedicate resources 

to address the problem.

The Solution

After a thorough competitive analysis, NetWitness was selected

and installed as the primary incident response vehicle. The tool 

was integrated into the network infrastructure in a few hours. 

The suspicions concerning the Websense alarms were merited. 

An employee was potentially violating policies, ultimately 

placing the organization at risk. Without the NetWitness 

solution, it was impossible to isolate the source and intent of 

the event. And, while no data breach occurred, the client was  

relieved to have an intuitive console-driven interface that 

provided the forensic context required to ascertain the nature, 

source, and scope of this and other threats. “My ISS sensors, 

corporate fi rewalls, and comprehensive policies were not 

enough,” said the non-profi t’s IT director. “I needed NetWitness 

to quickly distinguish between actionable and non-actionable 

threats. My ability to now make these determinations is near 

instant as opposed to painstaking and unreliable.”

A Federal Client

One of the Nation’s Largest 

Non-Profi t Agencies

Customer Success Stories



Business Problem

Boasting massive requirements for guaranteeing 

that employees are using government resources 

only for purposes related to offi cial duties, the 

agency turned to NetWitness to address insider 

threat and misuse protection concerns. Additionally, 

this agency maintained signifi cant needs to secure 

proprietary information from disclosure to the 

general public. With a requirement to maintain two 

years of data online, the agency was fundamentally 

handicapped in its ability to guarantee data security 

because no tool existed to forensically diagnose 

suspect incidents across the breadth of that data 

store.

The Solution

Following the installation of NetWitness software, 

the agency was able to scan massive volumes of 

data for anomalous, suspicious behavior. “Prior to 

getting the NetWitness solution in place, a 

time-consuming, painful analysis of this data was 

our last resort. Today, we can quickly conduct 

investigations and guarantee against internal 

misuse. In fact, this software is so powerful, we 

now maintain it as the only tool used for quickly 

getting the answers we need.”

A Government Agency

R

www.netwitness.com  info@netwitness.com
tel +1.703.889.8950   fax +1.703.651.3126
790 Station St., Ste. 200, Herndon, VA 20147© 2007 NetWitness Corporation

Contact Us for more information or to 
Schedule a WebEx Demonstration

About NetWitness 

NetWitness simplifi es the process of identifying and investigating complex network threats through a cost-ef-
fective infrastructure of data recorders and a versatile suite of analytic applications.  

NetWitness software signifi cantly reduces time to resolution and provides a comprehensive 

contextual view into the extent of any threat or breach in security.

Our Clients
Current customers include Fortune 500 companies, national intelligence agencies, federal and state law          

enforcement agencies, not-for-profi t organizations, and the Department of Defense. 

Contact Us for a Demonstration 

Call 703-889-8950 to schedule a WebEx demonstration and add this powerful product to your security arsenal 
today.  For more information, see www.netwitness.com.


