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Your Network is Melting
Down.

Is this an external attack or a
network anomaly?

Was it an employee accident or
a malicious insider attack?

You‘’ve got multiple IDS sensors
firing and a SEIM that creates a
ton of logs you need to analyze —
where do you start?

It’s going to take days/weeks
to analyze this data but you need
answers now to prevent additional
damage.

NetWitness’ forensics product
analyzes network data in motion
and creates a comprehensive,
easy-to-understand report with
actionable results in a matter of
minutes.
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Instantly Respond to Network Incidents
and Investigations with
NetWitness Analysis Software

When You're in the Business of Analyzing
Nations’ Network Traffic on a Daily Basis,
an Enterprise Network is a Straightforward
Assignment

NetWitness software is the only Network Traffic Analysis solution on the market today
designed from the ground up to analyze network traffic, not simply monitor it. After
years of collaboration with US Intelligence agencies, NetWitness unveiled a product
that tracks massive volumes of data in motion, instantly answering the critical forensic
questions—who, what, where, when, how, and why. The analyst and business-user
alike can instantaneously leverage a forensic analysis of raw packet data representing
all OSlI stack layers—written in plain English, not complex network-speak.

You can use NetWitness to: Benefits and Features

® Speed security audits and investigations ® Productivity Gains and Enhanced ROI:

® |nstantly isolate the source of internal or
external attacks and expedite incident
response

® Enhance and expand existing security
infrastructure

Implementation Details

NetWitness is offered as software or as a
network appliance. It can be used to collect
live network traffic, process pre-collected
packets from other collection systems, or
interoperate with existing network security
technologies and fraud detection systems.

WWW.NETWITNESS.COM

With NetWitness, data that ordinarily
requires hours, days, or weeks to analyze is
profiled and analyzed in minutes, resulting
in dramatic increases in security analyst
productivity.

Full Traffic Analysis—Not Just Samples:
Your information security analysts can't

keep up with the overwhelming amount

of traffic analysis requirements. With
NetWitness, your staff won't be limited

to analyzing just data samples, they can
analyze all your network traffic—and truly
provide a heightened level of security for your
enterprise.

Valuable Intelligence: NetWitness provides
comprehensive reporting on business rules
and policies that help identify potential risk
sources.




TESTIMONIALS

“NetWitness provides the best About NetWitness
presentation of network data

NetWitness simplifies the process of identifying and investigating complex network threats
I've seen.”

through a cost-effective infrastructure of data recorders and a versatile suite of analytic
— Search.org applications.

NetWitness software significantly reduces time to resolution and provides a comprehensive

“NetWitness is more than contextual view into the extent of any threat or breach in security.

capable of handling the volume
of information generated by Our Clients

large networks.” . . ) . . )
Current customers include Fortune 500 companies, national intelligence agencies, federal and

— SC Magazine state law enforcement agencies, not-forprofit organizations, and the Department of Defense.

Specifications and Requirements

Software

® \Windows XP or 2003 Server

® 1GB RAM (2GB or more recommended)

® Single 3 GHz Intel or AMD Processor (Dual Core Recommended)
® 1 Ethernet Port

® |nternet Explorer v6

® Ample data storage for network collection

Appliance Server

® 2 U rack mountable appliance, redundant power supply; UL, FCC, CE, and VCCI approved
® Security hardened OS

® Two 100/1000 Ethernet Interfaces

® 4 5TB Total Storage with external expansion available

® Optional accelerated collection, SAN, and SAS expansion cards

Contact Us for a Demonstration

Call 703-889-8950 to schedule a WebEx demonstration and add this powerful product to your
security arsenal today. For more information, see www.netwitness.com.

Contact Us for more information or to
Schedule a WebEx Demonstration

www.netwitness.com info@netwitness.com
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