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PRODUCT SNAPSHOT
FEATURES

> Live Capture
Collect and filter at Gigabit Ethernet
speed.

» Packet File Import

Import, process, and analyze tera-
bytes of external data.

» Application Layer Analytics

Effectively analyze data starting from
application layer entities like users,
email addresses, files, and actions.

> Content Search

Search content in every single net-
work session.

> Both sotware and hardware
solutions available.
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Instantly Respond to Network Incidents and
Investigations with NetWitness 7.0

NetWitness 7.0 is a network investigation and incident response
product that provides unprecendented network traffic analysis
capabilities. NetWitness 7.0 enables users to forensically collect
and rapidly process raw network traffic, providing visibility and
context to investigatory needs across the enterprise.

KEY BENEFITS
Unmatched Analytics

Based on over 9 years of development, the patented collection, processing, and analytical methods of
NetWitness 7.0 provide deep insight into network entities, their behavior at the application layer, and
provides the actual session content for analysis. The network context that NetWitness 7.0 provides is
unlike any other product available, because it was designed from the ground up to model and analyze
traffic, not simply “monitor” it.

Incident Response & Investigations

Responding to and investigating network incidents can be time-consuming and frustrating without
the right solutions. And, with zero-day attacks, you need answers fast. NetWitness 7.0 provides an
intuitive, easy-to-use interface that allows you to isolate and definitively determine the intent,
magnitude & scope threats, whether external or internal. With NetWitness 7.0, what would typically
take hours or days to resolve, can take only seconds.

Enhance Existing Network Security Infrastructure

Today there is a large successful market of mature products that focus on the identification of threats
or problems. Network technologies like IDS/IPS, SEM, Anti-virus, Content Monitoring, and fraud
detection, to name a few, do an excellent job of identifying an event that often triggers the starting
point of an investigation. NetWitness 7.0 enhances existing log based, network layer & host based
security products by providing effective investigations for event resolution. By eliminating the need to
infer on triggers and events, you gain total insight and context of and around network incidents.

Deployment Strategy

NetWitness 7.0 can be deployed in a live collection mode as well as process pre-collected packet
files from other systems. In addition, it is an integral component to the Netwitness investigative
framework that enables enterprises to perform network wide investigations.

WWW.NETWITNESS.COM




SCREENSHOTS

Data Navigation
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Easily navigate rich data extracted
from every single network session

Data Search

&, raimess dron =
Se Gt s e
—

=]

fhvanced Sewch
Prateruncas »

ADTK Coniiibitions doe

etz frapa Rear wn "

Search all network content by looking
for keywords, phrases or patterns

Content Browsing
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Quickly view content detail
through thumbnail previews
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NetWitness 7.0 Features
® Live Capture

Collect and filter at Gigabit Ethernet speed. Also supports accellerated capture cards.
® Packet File Import

Import, process and analyze terabytes of external data in .pcap, .pkt,.enc, .nas and other packet file
formats.

® Application Layer Analytics

Effectively analyze data starting from application layer entities like users, email
addresses, files, and actions. Gain valuable insight into streams via port agnostic
service identification.

® Content Search
Search every single network session via “google-like” interface, leveraging regular
expressions and content decoding.

® Data Export

Export individual sessions for analysis as .pcap or reconstructed HTML.
® API

User data APl avialble for 3rd party data extraction.
® Application Parsers

HTTP FTR TELNET, SMTRE POP3, NNTR DNS, HTTPS, MAIL Envelope, VCARD, PGE SMIME, REGEX,
DHCR NETBIOS, SMB, SNMP NFS, RIER MSRPC, LOTUS NOTES, TDS(MSSQL), TNS(Oracle), IRC,
SAMETIME, MSN IM, RTR GNUTELLA, Yahoo Messenger, AIM, SIE H.323, Net2Phone,Yahoo Chat,
SCCP (Cisco Skinny), BITTORRENT, GTALK, Hotmail, Yahoo Mail, GMail, and others.

Specifications and Requirements

Software
® \Windows XP or 2003 Server
® 1GB RAM (2GB or more recommended)

® Single 3GHz Intel or AMD Processor (Dual
Core Recommended)

® 1 Ethernet Port

Appliance Server

® 2U rack mountable appliance, redundant power
supply; UL, FCC, CE and VCCI approved

® Security hardened OS

® Two 100/1000 Ethernet Interfaces

® 4. 5TB Total Storage with external expansion available

® Internet Explorer v6 ® Optional accelerated collection, SAN, and SAS

® Ample data storage for network collection expansion cards

About NetWitness

NetWitness simplifies the process of identifying and investigating complex network threats through a
cost-effective infrastructure of data recorders and a versatile suite of analytic applications.

NetWitness software significantly reduces time to resolution and provides a comprehensive
contextual view into the extent of any threat or breach in security.

Our Clients

Current customers include Fortune 500 companies, national intelligence agencies, federal and state law
enforcement agencies, not-forprofit organizations, and the Department of Defense.

Contact Us for more information or to
Schedule a WebEx Demonstration

www.netwitness.com info@netwitness.com
tel +1.703.889.8950 fax +1.703.651.3126
790 Station St., Ste. 200, Herndon, VA 20147




